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opeeplgieas %
phone
security

Please check completed items
o o c
QOJO:62003260)/2¢0) OOGSD: ol

Set phone screen lock

0§29 §7[6Eac0rS5dlN

Install antivirus software
Antivirus software o install coSCli

Update phone to latest operation systems

0§03 Ggr0dadgad copd00deo 63326805005l

Update applications to latest version

2200862 E:epia3 65705805002 80332680500 Al

Saperate personal and work SIMs

BudeqadudomeE 32008 SIMS J[g:dli

VPN application installed
VPN 2205803 copdogé:cl

GPS location disabled
GPS oopSegepa’ 8oboondli

Disable keyboard location access or full-access

B:0p050005 656320050 8¢ Bewnch @Eésaooéeqxﬁg&o% 8050l

Remove unknown email accounts

226p56a383:60:05226078gp:03 vudgpsdli
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R$QYONP[B) 84
computer
security

.-/ Please check completed items
o o c
N fBreanaaqogpiol obcasoll

Set computer login password

R§[G02030Eq§ 000503 2305605l

.>**.. Install antivirus software
-...*  Antivirus software o3 install co8Jh

.**.. Limit personal information access and sharing
..+ viaprivacy & security settings
&&eq:tﬁcﬁma%zoafﬁsaqrﬁsemﬁ@é c\")Ea,lcsq:aocr‘S
L L ° ° L

Q c.Q [N o']
ooCQs @_IGOEC:(’Y? gal~tenleslolll

LR Manage computer users

o 0gQo232001{d2peps0} 8E053CN

.>**.. Cover up webcam (laptop)
... Webcam (laptop) or% ‘:933?86]"

-**.. Manage startup apps
e (N Qo 8 o ’]
.o 000E[8E:320504p:a3 B0l

.***..  Turn off unused Bluetooth
.. 320020[G|6000 Bluetooth o3850l
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Slgnal
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'/ Please check completed items ‘ s | ‘

o O eea0032 <05 0dcs0:0N
B PP .

.**..  Turnon incogniton keyboard

o .
. .
. .

-...  Incogniton keyboard o3 g&cli

.=**.. Manage linked devices

o .
. .
. .

“o’ §J05ED05002:6000 005gP:ad 8l

.**.. Setdisappearing messages

o .
. .
. .

Q00 o oc
“o 888 [Becomengpiad oorSﬁ@ncﬂm 32]$00093203Cs
20832600pPd Esogeweoao 0563006s0&l
Y (\zp ° ‘? Y
-**.. SetSignal PIN
- Signal PIN 20050050

.=**.. Setregistration lock
C o c < (N (N "]
(LI leals salelelavpisotlealestelll

.>**.. Set screen security to block screenshots
-...* Screenshots qoo[;c (I-)moogoasw screen security oaoo:j;ooélu

.>**.. Disable chat backup
... Chat backup o3 305l

~***-, Use private phone number
L B058808:8N0503 2aads [ ol
we’ 05805:40l0503 3a00:[d)
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Protonmail C\?@,[caqg
Protonmail
security

. \/ Please check completed items
B N oy o_¢
QOfO:6200326106)0) OOGIO0N

Set recovery email address

[6§copbquacqzadice:cbadenad a0oded5dl

Set Two-factor authentication
Two-factor authentication o3 c005¢050l

Block email tracking
c_O

(N ° [ 00
sgqeeamc,:@q)a@c,crgoooa%o I

Setrecovery phrase
IS (N (o] (N (N
[6$copbqupee: 00m:pad 20059050l
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Facebook co[9|e: '/
Facebook

security \

Please check completed items
o o c
QOfO:6200326106)2) OOGZO0N ‘ ‘

Set recovery email address

[6§copbqureq:asiee:cdadbenad coodedSali

Check where you are logged in

ao8o8eepadoopdesepadodaeso:dli

.............. quagetho"zedlogms
050003 005324][:2202%GE 0Eeepad§E[gE:a38acli
(¢§:(cBlog$eyom 0ao[gé)

Set Two-factor authentication (2FA)
Two-factor authentication (2FA) or% 20059053l

Use secrete conversation in Messenger
Messenger 03€ og],0050022:88:03 32004(g|Cli
Set sharing personal data to Friends or Only me

Qo c o2& (o] (NP o ., ~2 (N cc
crgc:)eqacrl)ooooooefoooo? ::I?coaosuc;qo, QEVYOD MP|$O
0DOGONNM INCRC QICO8q$ oaoo@ood]u
Set alerts for unrecognized logins
2238320050[G|cox 08eepad[gEsgpiaacgad
2003G0g|gp: 006 s0El
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Gmail cd[9| 62
Gmuail
security

-/ Please check completed items
. o o c
et QPOJOea00326PG0) odcaol

Set recovery email address

[6§copbquacqzadice:cbadenad a0oded5dl

.**.. Set Two-factor authentication(2FA)
... Two-factor authentication (2FA) or% 20059054l

-=**..  Manage logged in devices
c_C c (N (o] °
“eoer’ 326020C0C002300R) MY 8adl
° L

.=**.. Check forwarding address
oy o c o Q ¢
IS elebelelel ovlauieloplon 06650:dl

.>*.. Disable web and app activity
«... Web §§ app C\?SGW)(%&HO%O‘O? 805l

.>*.. Disable location history
c (N c 90 ¢
e’ ODPOGHEPPOI006:0) 305

.>*.. Disable ad personalization
-... &[oP[c> personalization o3 o5l

-=**.. Manage third-party apps with account access
Q9 . e c o (SN ~,. Q _¢
.. 66 email 3260m¢[S¢ [GCo§32[Pe3a0dOgpradajod

cepadaE:adBoag 3l
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